
  

CS144 Final Review

Dec 4th, 2009
Tom Wiltzius



  

Topics



  

Topics

In narrative format!



  

The Adventures of Packy the Packet
● Let's follow Packy as 

he traverses the 
Internet!



  

The Adventures of Packy the Packet
● Packy comes into 

being to help Compy 
the Computer load a 
web page



  

The Adventures of Packy the Packet
● Compy wants to show the web page 

www.google.com
● “I know!” says Compy, “I'll make an HTTP 

request!”

http://www.google.com/


  

The Adventures of Packy the Packet

● Compy Starts to build 
a packet. He looks for 
a template to start 
from.

● Compy finds a few in 
his network library. 
“ICMP, TCP, or 
UDP?” Compy asks.



  

The Adventures of Packy the Packet
● TCP it is. 

Compy starts 
to fill in fields 
in the TCP 
header.

● What flags 
should he 
set?



  

The Adventures of Packy the Packet
● Compy 

starts to fill 
in fields in 
the TCP 
header.

● What about 
ports?



  

The Adventures of Packy the Packet

● Compy now has 
the flags set, the 
port numbers 
set. He numbers 
the packet. What 
sequence 
number should 
he use?



  

The Adventures of Packy the Packet
● Compy feels like 

he's getting close. 
He tacks on an IP 
header and looks 
at his work... but 
something's 
missing. 

● “Addresses!” he 
realizes.



  

The Adventures of Packy the Packet
● Compy issues a DNS 

request for the address 
of www.google.com



  

The Adventures of Packy the Packet
● Compy asks his DNS 

server for some kind 
of record for 
www.google.com

● What kind of record?



  

The Adventures of Packy the Packet
● Compy builds his DNS query. What kind of packet 

should he use?



  

The Adventures of Packy the Packet
● “UDP is easy!” says Compy. He fills in the header. 
● “How do I know where to send this packet?!” asks 

Compy.



  

The Adventures of Packy the Packet
● With hardcoded DNS 

server IP addresses in 
place Compy completes 
the UDP packet. Compy 
wants his DNS response 
to be fast. How does 
Compy get to the closest 
DNS server?



  

The Adventures of Packy the Packet
● “Anycast seems pretty 

great” says Compy. “But 
there must be a 
downside....”



  

The Adventures of Packy the Packet
● “I hope the Internet 

doesn't melt from all 
those /32 routes.” 
remarks Compy. 
“Anyway, not my 
problem! My buddy Phil 
says he doesn't even 
know if router table sizes 
are even that big a deal. 
Back to building my DNS 
query...”



  

The Adventures of Packy the Packet
● “What kind of record 

should I ask for?” asks 
Compy.

● “Oh,” he says, “And my 
friend Kaminsky says 
this might be 
dangerous... how can I 
prevent bad guys from 
messing with my query?” 



  

The Adventures of Packy the Packet
● The “A” record request 

goes to Compy's DNS 
server. “Recursive, 
please!” says Compy.

● The DNS server takes 
Compy's request and 
queries the root, TLD, 
and authoritative 
nameservers. “I'll handle 
this iteratively, thank you 
very much,” she says.



  

The Adventures of Packy the Packet
● The DNS server 

doesn't have anything 
cached. When she 
gets back a response 
from the root server, 
something extra 
comes with it.

● “What's this?” she 
wonders.



  

The Adventures of Packy the Packet
● The glue records help 

her complete her 
query. She returns the 
response to Compy's 
request. “Here ya go!”



  

The Adventures of Packy the Packet
● Compy looks at what he 

got back. 
● “There are a bunch of 

addresses here! And 
none of these are what I 
thought Google was 
when I asked last week.”

● Why doesn't Compy use 
those old addresses? 
What tells him not to?



  

The Adventures of Packy the Packet
● There are lots of 

addresses for 
www.google.com

● “Why are there so 
many?” Compy 
wonders.

http://www.google.com/


  

The Adventures of Packy the Packet
● “I heard people like 

Akamai or Google 
have lots and lots of 
servers” says Compy. 
“How do they decide 
which addresses to 
send me?”



  

The Adventures of Packy the Packet
● “Consistent hashing, 

huh.” says Compy. 
“That's a nice idea.”



  

The Adventures of Packy the Packet
● Compy now gets ready 

to send Packy on his 
way.

● “But how do I know I can 
send this right now?” 
says Compy. “How do I 
know the Google server 
has the room to receive 
Packy?”



  

The Adventures of Packy the Packet
● Compy looks at his 

congestion window. Then 
he looks at his flow 
control window.

● “Hmm,” says Compy. “I 
think I can send this now 
because Packy is the 
first packet in this TCP 
stream. But what if he 
wasn't? What do I do 
with these numbers?”



  

The Adventures of Packy the Packet
● “I don't want to overrun 

either of these windows,” 
says Compy. “It would be 
bad for the Internet!”

● “Luckily this isn't a 
problem right now 
because Packy is early 
in the stream. So let's 
send him off!”



  

The Adventures of Packy the Packet
● Compy sends Packy out 

on his wireless interface.
● “Here I come, Internet!” 

says Packy.



  

The Adventures of Packy the Packet
● “Not so fast,” says 

Compy's network 
card. There are other 
people talking to the 
wireless router.



  

The Adventures of Packy the Packet
● “How do you know?” asks Packy.
● “Well,” says the network card, “There's a protocol 

involving RTS/CTS messages that lets me know. But 
we're not using that. It's tricky, sometimes, because if 
someone on the other side of the room is talking to the 
router I can't always hear them.”



  

The Adventures of Packy the Packet
● “This is called the 

hidden terminal 
problem.”



  

The Adventures of Packy the Packet
● “Similarly, if the wireless router talks back to the other 

person, I can't talk to my other neighbors because the 
router transmits in all directions and it sounds too loud 
for me to talk. This is called the exposed terminal 
problem.”



  

The Adventures of Packy the Packet
● “Wow that seems like a pretty 

fundamental issue” says Packy. “Wireless 
communication is hard!”

● “You're darn right it's hard,” says the 
network card. “The only way we've 
thought of to fix this is to chop you into 
little pieces, blend you up in linear 
combination with a bunch of other 
packets, and send those out. We can 
trade the extra state (keeping copies of 
the original pre-blended packets) for 
transmission efficiency (how many packet 
transmissions are required to get 
information across a link). This is called 
network coding, but it's pretty 
experimental.



  

The Adventures of Packy the Packet
● Pretty soon Compy's 

wireless interface is 
able to send Packy 
on to the wireless 
router.

● “Hello!” says Packy 
upon arrival.



  

The Adventures of Packy the Packet
● “No, no, no” says the fussy 

router. “This won't do at 
all!”

● “What?” says Packy
● “We're going to need to 

rewrite those addresses 
and ports!”



  

The Adventures of Packy the Packet
● The fussy wireless router 

acts as an NAT, rewriting 
Packy's source address 
and port.

● “How will Compy 
recognize me?!” sobs 
Packy.

● “Oh don't worry,” says 
the NAT, “I'll change you 
back before he sees 
you.”



  

The Adventures of Packy the Packet

“But what if I were 
destined for someone 
one Compy's subnet?!” 
Packy says, 
inconsolable, “It'll look 
like I'm a total stranger! 
With you rewriting 
everything, how can 
Compy send packets to 
his internal subnet 
friends? Everything is so 
confused!”



  

The Adventures of Packy the Packet
● “Calm down!” says the NAT. If Compy 

wants to talk to someone on the internal 
network he can do so directly, and I 
wouldn't rewrite you, or he can utilize my 
fancy hairpinning technology”

● “Sounds gross,” says Packy.
● “It just means that he could send the 

packet to my external address and if 
there's a proper mapping set up then I 
can turn it around to send the packet to 
the proper internal node.” says the NAT. 
“Control yourself.”



  

The Adventures of Packy the Packet
● “Anyway, off you go!” says 

the NAT.
● “Ok,” says Packy. “But where 

am I going next?”
● “Well, my default route says 

that you need to go to 
192.168.100.101” says the 
NAT. “But I don't know how to 
get there yet. Let me ask...”

● The NAT sends out an ARP 
request....



  

The Adventures of Packy the Packet
● ...and soon gets an ARP 

reply.
● “There you go, Packy, 

that's your next hop. OK? 
Now jump in this new 
Ethernet frame I made for 
you and get out of here.”

● “I didn't like him very 
much,” thinks Packy as his 
Ethernet frame departs the 
NAT. 



  

The Adventures of Packy the Packet
● Packy arrives at a normal Internet router.
● “I'm very busy,” the router says, “What do you want?”
● “I'd like to go to 74.125.67.100 please,” says Packy.
● “Fine,” says the router. “Let me look up where you're supposed to 

go next.”
● The router looks up the next-hop addresses using longest prefix 

matching.
● “OK, you need to go out this egress port. But the queue is very 

long. I might have to drop you.”



  

The Adventures of Packy the Packet
● “Oh, please don't drop me!” 

says Packy.
● “Look, it's nothing personal, I 

use RED so it's basically 
random. You're lucky it isn't 
busier, or you'd be more 
likely to get dropped. I use 
this formula:”

● The router rolls the die and 
decides Packy can stay.

● “You got lucky, kid.” says the 
router.



  

The Adventures of Packy the Packet
● “Can I ask you a question?” says Packy.
● “No.” says the router.
● “I'm going to ask anyway. How do you know all that stuff in your 

routing table?”
● The router sighs. “I use a dynamic routing protocol. Since I'm an 

Internet router, I use BGP, but if I were an intranet router I might 
use RIP instead.”

● “BGP is a path vector protocol. It's pretty important, you should 
know a little about how distance vector and link state protocols 
work if you're going to know about the Internet,” says the router.



  

The Adventures of Packy the Packet
● Meanwhile, Compy is 

starting to wonder what 
happened to Packy. He's 
been gone a long time!

● “I know the Internet is 
unreliable...” says 
Compy, “Maybe he got 
lost.”



  

The Adventures of Packy the Packet
● How should Compy 

decide whether or not to 
resend a copy of Packy?



  

The Adventures of Packy the Packet
● “I measure round-trip times 

for all my packets. It's kind 
of math-y. I use an 
exponentially weighted 
moving average!”



  

The Adventures of Packy the Packet
● “If I do decide to resend 

Packy”, says Compy, 
“should I change my 
window sizes?”



  

The Adventures of Packy the Packet
● “OK, I'll make sure only 

halve the congestion 
window if I've gotten three 
duplicate acks. But if 
Packy doesn't come back 
in time, I'm going to set my 
congestion window to 1 
and enter slow start.

● I set my flow control 
window so my network 
buffers are happy and the 
receiver's buffers are 
happy, too



  

The Adventures of Packy the Packet
● “What kind of effect does 

this have on my packet 
flows?” Compy wonders. “I 
want to get my data across 
as fast as I can!”

● “There are derivations for 
the throughput and window 
sizes based on certain 
drop rates. Basically, both 
throughput and window 
sizes depend directly on 
the packet loss rate.



  

The Adventures of Packy the Packet
● Before Compy can resend 

a packet, though, Packy's 
acknowledgement comes 
back.

● “Hey buddy!” says Compy. 
“Let's complete this 
handshake”



  

Appendix

A couple sample questions



  

Questions
● Q. What is the end-to-end principle? Give 

examples of technologies that break it.



  

Questions
● Q. What is the end-to-end principle? Give 

examples of technologies that break it.
● A. The end-to-end principle argues that all the 

smarts of a network should be in the end hosts; 
the middle is then build out of dumb switches 
and routers. NATs break this principle.



  

Questions
● Q. What is fast retransmit? When and why does 

it happen?



  

Questions
● Q. What is fast retransmit? When and why does 

it happen?
● A. After receiving three duplicate ACKs, the 

sender will retransmit immediately the the 
packet with sequence number that was in the 
ACK. Many duplicate ACKs means that packets 
are getting through so congestion is not so bad.



  

Questions
● Q. In LT codes, what is a degree?



  

Questions
● Q. In LT codes, what is a degree?
● The number of codewords XORed together. 

When it is 1, you can get the original chunk.



  

Questions
● Q. In LT codes, assume XYZ stands for 

symbols X, Y, and Z having been XORed 
together. If you have the following packets, will 
you be able to get the original data out:
● ABC, A, BC, AB, BD



  

Questions
● Q. In LT codes, assume XYZ stands for 

symbols X, Y, and Z having been XORed 
together. If you have the following packets, will 
you be able to get the original data out:
● ABC, A, BC, AB, BD

● A. Yes



  

Questions
● Q. In LT codes, assume XYZ stands for 

symbols X, Y, and Z having been XORed 
together. If you have the following packets, 
which packet(s) are not needed to get the data 
out:
● ABC, A, BC, AB, BD



  

Questions
● Q. In LT codes, assume XYZ stands for 

symbols X, Y, and Z having been XORed 
together. If you have the following packets, 
which packet(s) are not needed to get the data 
out:
● ABC, A, BC, AB, BD

● Ans: BC or ABC



  

Questions
● Q. What is ETX and why is it needed?



  

Questions
● Q. What is ETX and why is it needed?
● A. It tells us how many packets we need to 

send accross a link (or path) in order get one 
packet through successfully. In wireless, this is 
a measurement of link quality, which is more 
useful than hop count.



  

Questions
● Q. How do you compute the ETX of a single link 

AB?



  

Questions
● Q. How do you compute the ETX of a single link 

AB?
● 1/(PRR

AB
*ARR

BA
)

(PRR = packet reception ratio, ARR = ACK 
reception ratio)



  

Questions
● Q. How do you compute an ETX across a multi-

hop path?



  

Questions
● Q. How do you compute an ETX across a multi-

hop path?
● Add the ETX's of all links of the path.



  

Questions
● Q. How does CBC encryption work?



  

Questions
● Q. How does CBC encryption work differently 

than a simple stream cipher?
● A. By xoring the cleartext block with the 

previous ciphertext block (the the initialization 
vector, for the first block), then encrypting the 
result with the secret key. This way repeated 
blocks don't always map to the same cipher 
text. Basic strategy:

● c1 = E(K, mi  IV ), ci = E(K, mi  ci−1 )⊕ ⊕

where  denotes xor operation⊕



  

Questions
● Q. Define the following and give an example 

where each would be used:
● 1. Unicast
● 2. Multicast
● 3. Anycast



  

Questions
● Q. Define the following and give an example 

where each would be used:
● 1. Unicast

– Regular communication between two end hosts. Almost 
any common network activity like downloading a web 
page.

● 2. Multicast
– Sends a single packet to multiple receivers. Live TV 

broadcast.
● 3. Anycast

– Forwards a packet to any number of matching /32 next 
hops. Used for load balancing of DNS servers.



  

Questions
● You have an IP prefix P and a mask M. You 

mask P using M and get N = 1.2.0.0. In CIDR, 
how many different networks could be 
represented by P and M?



  

Questions
● You have an IP prefix P and a mask M. You 

mask P using M and get N = 1.2.0.0. In CIDR, 
how many different networks could be 
represented by P and M?
● 18 (1.2.0.0/15, 1.2.0.0/16, ... 1.2.0.0/32)
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