
xterm command

• Provides a terminal window in X-windows

• Runs with root (superuser) privileges
- Requires kernel pseudo-terminal (pty) device

- Runs as root to change ownership of pty to user

- Also writes protected utmp/wtmp files to record users

• Used to allow logging terminal session

if (access (logfile, W_OK) < 0)

return ERROR;

fd = open (logfile, O_CREAT|O_WRONLY|O_TRUNC, 0666);

/* ... */

• Access call checks for dangerous security hole



An attack

xterm Attacker

creat (“/tmp/X”)

access (“/tmp/X”) → OK

unlink (“/tmp/X”)

symlink (“/tmp/X” → “/etc/passwd”)

open (“/tmp/X”)

• Attacker changes /tmp/X between check and use
- xterm unwittingly overwrites /etc/passwd

- Time-of-check-to-time-of-use (TOCTTOU) bug

OpenBSD man page: “CAVEATS: access() is a potential security
hole and should never be used.”



Clearing old files in /tmp

• Root deletes unused files in /tmp nightly
find /tmp -atime +3 -exec rm -f -- {} \;

• find identifies files not accessed in 3 days
- executes rm, replacing {} with file name

• rm -f -- path deletes file path
- Note “--” prevents path from being parsed as option

• Is this secure?



An attack

find/rm Attacker

creat (“/tmp/etc/passwd”)

readdir (“/tmp”) → “etc”

lstat (“/tmp/etc”) → DIRECTORY

readdir (“/tmp/etc”) → “passwd”

rename (“/tmp/etc” → “/tmp/x”)

symlink (“/etc”, “/tmp/etc”)

unlink (“/tmp/etc/passwd”)



SSH configuration files

• SSH 1.2.12 – secure login program, runs as root
- Needs to bind TCP port under 1,024 (privileged operation)

- Needs to read client private key (for host authentication)

• Also needs to read & write files owned by user
- Read configuration file ~/.ssh/config

- Record server keys in ~/.ssh/known hosts

• Author wanted to avoid TOCTTOU bugs:
- First binds socket & reads root-owned secret key file

- Then drops all privileges before accessing user files



Trick question: ptrace bug

• Dropping privs allows user to “debug” SSH
- Depends on OS, but at the time several were vulerable

• Once in debugger
- Could use privileged port to connect anywhere

- Could read secret host key from memory

- Could overwrite local user name to get privs of other user

• The fix: restructure into 3 processes!
- Perhaps overkill, but really wanted to avoid problems



Buffer overruns

• Program copies string to buffer w/o checking size

char buf[80];

strcpy (buf, gethostbyaddr(...)->h_name);

• Attacker creates name longer than 79 characters
- strcpy overflows buffer, corrupts stack

• Attacker can usually execute arbitrary code
- E.g., Put fake call arguments with command string in buffer

- Overwrite return address with address of system routine

• Attackers can exploit even off-by-one errors

[This and subsequent slides taken from Wagner et al.]



The internet worm

• On November 2, 1988, a worm infected the Internet
- Many machines started being mysteriously overloaded

- Eventually brought major disruptions to the network

• Worm program exploited three security holes
- fingerd called gets an a socket file handle (buffer overrun)

- Many sendmails had debugging “wizard mode” by default

- Cracked passwords, tried them on hosts in “.rhosts” files

• Program broke into machines to propagate itself
- Eventually ran multiple copies, overloading machines



Today, buffer overflows still very common
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Problem: How to find the buffer overruns

• This is sendmail-8.9.3.

• Where’s the bug?



Dealing with buffer errors

• Randomizing array sizes in the compiler
- Could make it slightly harder to exploit

- But OS distributions would all contain same binaries

- If everyone did this, attackers would just compensate

• Runtime (dynamic) checking to discover bugs
- E.g., put special bytes around each buffer

- Will get clobbered if there’s an overflow

- But need to generate test cases that over flow buffer

• Static checking–run source code through checker
- Can’t solve perfectly (undecidable problem)

- But perhaps can catch a large percentage of bugs



Notation

• Define range [m, n] ≡ {m, m + 1, . . . , n}

• Range closure S ⊆ Z
∞ is smallest range R ⊇ S

- E.g., range closure of [1, 5, 7] = {1, 2, 3, 4, 5, 6, 7}

• Arithmetic operations produce range closures:
- S + T = {s + t : s ∈ S ∧ t ∈ T}

- S × T = RC ({s × t : s ∈ S ∧ t ∈ T})

- 2T = {2} × T = T + T



Applying ranges to strings

• If s is a string
- len(s) is possible lengths of string

- alloc(s) is possible sizes of buffer containing string

- In general want len(s) ≤ alloc(s)

• Every statement generates a constraint
- E.g., strcpy (dst, src); =⇒ len(src) ⊆ len(dst)

- See Table 1 in paper

• If len(s) = [a.b], alloc(s) = [c, d], then
- If b ≤ c, no possibility of error

- If a > d, then there is definitely an error

- Else if overlap, there may or may not be an error



Example

char buf[128];

while (fgets (buf, 128, stdin)) {

if (!strchr (buf, ’\n’)) {

char error[128];

sprintf (error,

"Line too long: %s\n",

buf);

die (error);

}

/* ... */

}



Constraints

char buf[128]; [128, 128] ⊆ alloc(buf)

while (fgets (buf, 128, stdin)) { [1, 128] ⊆ len(buf)

if (!strchr (buf, ’\n’)) {

char error[128]; [128, 128] ⊆ alloc(error)

sprintf (error,

"Line too long: %s\n",

buf); len(buf) + 16 ⊆ len(error)

die (error);

}

/* ... */

}



How well does this work?

• Results: Found real security holes in sendmail

• Limitations:
- False positives (10-1 ratio of possible bugs to bugs)

- False negatives (can’t catch everything)

- Doesn’t deal with control flow (e.g., strcat in a loop)

- Doesn’t deal with pointer aliasing



Stretch break



Brief intro to threads

• tid create (void (*fn) (void *), void *arg);

- Create a new thread, run fn with arg

- Thread will run concurrently in same address space

• void exit ();

- Destroy current thread

• void join (tid thread);

- Wait for thread thread to exit



Synchronization primitives

• void lock (mutex t m);

void unlock (mutex t m);

- Only one thread acuires m at a time, others wait

- All global data must be protected by a mutex!

• void wait (mutex t m, cond t c);

- Atomically unlock m and sleep until c signaled

• void signal (cond t c);

void broadcast (cond t c);

- Wake one/all users waiting on c



Data races
• Example: modify global ++x without mutex

- Might compile to: load, add 1, store

- Bad interleaving changes result: load, load, . . .

• Even single instructions can have races
- E.g., i386 allows single instruction addl $1, x

- Not atomic on MP without lock prefix!

• Even reads dangerous on some architectures

• But sometimes cheating buys efficiency
if (!initialized) {

lock (m);

if (!initialized) { initialize (); initialized = 1; }

unlock (m);

}



Detecting data races

• Static methods (hard)

• Debugging painful—race might occur rarely

• Instrumentation—modify program to trap memory
accesses

- If two threads access same memory at same time, raise error



The eraser approach

• Idea: Detect even races that don’t actually occur
- Instrument code

- Figure out what locks should protect a piece of data

- All data must be protected by some lock

• Lockset algorithm:
- For each global memory location, keep a “lockset”

- On each access, remove any locks not currently held

- If lockset becomes empty, abort: No mutex protects data

- Catches potential races even if they don’t occur



Bugs vs. time
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Bug lifetimes
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