Virtual Memory Primitives for User Programs

Andrew W. Appel and Kai Li

Department of Computer Science
Princeton University

Abstract

Memory Management Units (MMUs) are traditionally
used by operating systems to implement disk-paged vir-
tual memory. Some operating systems allow user pro-
grams to specify the protection level (inaccessible, read-
only. read-write) of pages, and allow user programs
to handle protection violations. but these mechanisms
are not always robust, efficient, or well-matched to the
needs of applications.

We survey several user-level algorithms that make use
of page-protection techniques, and analyze their com-
mon characteristics. in an attempt to answer the ques-
tion, “What virtual-memory primitives should the op-
erating system provide to user processes, and how well
do today’s operating systems provide them?”

1 Introduction

The “traditional” purpose of virtual memory is to in-
crease the size of the address space visible to user pro-
grams, by allowing only the frequently-accessed subset
of the address space to be resident in physical mem-
ory. But virtual memory has been used for many
other purposes. Operating systems can share pages be-
tween processes, make instruction-spaces read-only (and
thus guaranteed re-entrant), make portions of memory
zeroed-on-demand or copy-on-write, and so on [18]. In
fact. there is a large class of “tricks” that operating sys-
tems can perform using the page protection hardware.

Modern operating systems allow user programs to
perform such tricks too, by allowing user programs
to provide “handlers” for protection violations. Unix,
for example, allows a user process to specify that a
particular subroutine is to be executed whenever a
segmentation-fault signal is generated. When a pro-
gram accesses memory beyond its legal virtual address
range, a user-friendly error message can be produced by
the user-provided signal handler, instead of the ominous
“segmentation fault: core dumped.”
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This simple example of a user-mode fault handler is
“dangerous,” because it may lead the operating-system
and hardware designers to believe that user-mode fault-
handlers need not be entered efficiently (which is cer-
tainly the case for the “graceful error shutdown” ex-
ample). But there are much more interesting applica-
tions of user-mode fault handlers. These applications
exercise the page-protection and fault-handling mecha-
nisms quite strenuously, and should be understood by
operating-system implementors.

This paper describes several algorithms that make use
of page-protection techniques. In many cases, the algo-
rithms can substitute the use of “conventional” paging
hardware for the “special” microcode that has some-
times been used. On shared-memory multiprocessors,
the algorithms use page-protection hardware to achieve
medium-grained synchronization with low overhead, in
order to avoid synchronization instruction sequences
that have noticable overhead.

We have benchmarked a number of systems to analyvze
how well today’s operating systems support user-level
page-protection techniques. Finally, from these algo-
rithms we draw lessons about page-protection costs. the
utility of memory-mapping mechanisms. translation-
buffer shootdowns. page sizes and other aspects of op-
erating system implementation.

2 Virtual memory primitives

Each of the algorithms we will describe require some of
the following virtual-memory services from the operat-
ing system:
TRAP: handle page-fault traps in user mode;
PROT1: decrease the accessibility of a page;
PROTN: decrease the accessibility of N pages;
UNPROT: increase the accessibility of a page;

DIRTY: return a list of dirtied pages since the
previous call.
MAP2:  map the same physical page at two diffe-

rent virtual addresses, at different levels
of protection, in the same address space.

Finally, some algorithms may be more efficient with a
smaller PAGESIZE than is normally used with disk pag-

ing.



We distinguish between “decreasing the accessibility
of a page” and “decreasing the accessibihity of a batch
of pages” for a specific reason. The cost of changing the
protection of several pages simultaneously may be not
much more than the cost of changing the protection of
one page. Several of the algorithms we describe protect
pages (make them less accessible) only in large batches.
Thus, if an operating system implementation could not
efficiently decrease the accessibility of one page. but
could decrease the accessibility of a large batch at a
small cost-per-page, this would suffice for some algo-
rithms.

We do not make such a distinction for unprotecting
single vs. multiple pages because none of the algorithms
we describe ever unprotect many pages simultaneousiy.

Some multi-thread algorithms require that one thread
have access to a particular page of memory while others
fault on the page. There are many solutions to such
a problem (as will be described later), but one simple
and efficient solution is to map the page into more than
one virtual address: at one address the page is acces-
sible and at the other address it faults. For efficiency
reasons. the two different virtual addresses should be in
the same page table, so that expensive page-table con-
text switching is not required between threads.

The user program can keep track of dirty pages using
PROTN. TRAP, and UNPROT; we list DIRTY as a sepa-
rate primitive because it may be more efficient for the
operating system to provide this service directly.

3 Virtual memory applications

We present in this section a sample of applications which
use virtual-memory primitives in place of software tests,
special hardware. or microcode. The page protection
hardware can efficiently test simple predicates on ad-
dresses that might otherwise require one or two extra
instructions on every fetch and/or store; this is a sub-
stantial savings. since fetches and stores are very com-
mon operations indeed. We survey several algorithms so
that we may attempt to draw general conclusions about
what user programs require from the operating system
and hardware.

Concurrent garbage collection

A concurrent, real-time, copying garbage collection al-
gorithm can use the page fault mechanism to achieve
medium-grain synchronization between collector and
mutator threads [4]. The paging mechanism provides
synchronization that is coarse enough to be efficient and
vet fine enough to make the latency low. The algorithm
i1s based on the Baker's sequential, real-time copying
collector algorithm [6].

Baker’s algorithm divides the memory heap into two
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regions, from-space and to-space. At the beginning of
a collection, all objects are in from-space, and to-space
is empty. Starting with the registers and other global
roots, the collector traces out the graph of objects reach-
able from the roots, copying each reachable object into
to-space. A pointer to an object from-space is forwarded
by making it point to the to-space copy of the old object.
Of course, some from-space objects are never copied into
to-space, because no pointer to them is ever forwarded;
these objects are garbage.

As soon as the registers are forwarded, the mutator
thread can resume execution. Reachable objects are
copied incrementally from from-space while the mutator
allocates new objects at new. Every time the mutator
allocates a new object, it invokes the collector to copy
a few more objects from from-space. Baker's algorithin

maintains the following invariants:
e The mutator sees only to-space pointers in its reg-

isters.

e Objects in the new area contain to-space pointers
only (because new objects are initialized from the
registers).

e Objects in the scanned area contain to-space point-
ers only.

e Objects in the unscanned area contain both from-

space and to-space pointers.
To satisfy the invariant that the mutator sees only to-

space pointers in its registers, every pointer fetched from
an object must be checked to see if it points to from-
space. If it does, the from-space object is copied to to-
space and the pointer updated; only then is the pointer
returned to the mutator. This checking requires hard-
ware support to be implemented efficiently [25]. since
otherwise a few extra instructions must be performed on
every fetch. Furthermore. the mutator and the collector
must alternate; they cannot operate trulv concurrently
because they might simultaneously try to copy the same
object to different places.

Instead of checking every pointer fetched from mem-
ory, the concurrent collector [4] uses virtual-memory
page protections to detect from-space memory refer-
ences and to synchronize the collector and mutator
threads. To svnchronize mutators and collectors, the
algorithm sets the virtual-memory protection of the un-
scanned area’s pages to be “no access.” Whenever the
mutator tries to access an unscanned object, it will get a
page-access trap. The collector fields the trap and scans
the objects on that page, copying from-space objects
and forwarding pointers as necessary. Then it unpro-
tecte the page and resumes the mutator at the faulting
instruction. To the mutator, that page appears to have
contained only to-space pointers all along, and thus the
mutator will fetch only to-space pointers to its registers.

The collector also executes concurrently with the mu-
tator, scanning pages in the unscanned area and un-
protecting them as each is scanned. The more pages



scanned concurrently. the fewer page-access traps taken
by the mutator. Because the mutator doesn’t do any-
thing extra to synchronize with the collector. compilers
needn’'t be reworked. Multiple processors and mutator
threads are accommodated with almost no extra effort.

This algorithm requires TRAP. PROTN, UNPROT, and
MAP2. Traps are required to detect fetches from the
unscanned area; protection of multiple pages is required
to mark the entire to-space inaccessible when the flip is
done: UNPROT 1is required as each page is scanned. In
addition. since the time for the user-mode handler to
process the page is proportional to page size. it may be
appropriate to use a small PAGESIZE to reduce latency.

We need multiple-mapping of the same page so that
the garbage collector can scan a page while it is still
Inaccessible to the mutators. Alternatives to multiple-
mapping are discussed in section 5.

Shared virtual memory

The access protection paging mechanism has been used
to 1mplement shared virtual memory on a network of
computers. on a multicomputer without shared memo-
ries [21]. and on a multiprocessor based on interconnec-
tion networks [14]. The essential idea of shared virtual
memory is to use the paging mechanism to control and
maintain single-writer and multiple-reader coherence at
the page level.

Figure 1 shows the system architecture of an SVM
system. On a multicomputer, each node in the system
consists of a processor and its memory. The nodes are
connected by a fast message-passing network.

CPU 1 CPU 2 CPUN

Memory 1 Memory 2 Memory N.

Mapping
manager

Mapping
manager

Mapping
maunager

Shared virtual memory

Figure 1: Shared virtual memory

The SV'M system presents all processors with a large
coherent shared memory address space. Any processor
can access any memory location at any time. The shared
memory address space can be as large as the memory
address space provided by the MMU of the processor.
The address space is coherent at all times. that is. the
value returned by a read operation is always the same
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as the value written by the most recent write operation
to the same address.

The SVM address space is partitioned into pages.
Pages that are marked “read-only™ can have copies re-
siding in the physical memories of many processors at
the same time. But a page currently being written can
reside in only one processor’s physical memory. If a pro-
cessor wants to write a page that is currently residing
on other processors. it must get an up-to-date copy of
the page and then tell the other processors to invalidate
their copies. The memory mapping manager views its
local memory as a big cache of the SVM address space
for its associated processors. Like the traditional vir-
tual memory [13], the shared memory itself exists only
virtually. A memory reference may cause a page fault
when the page containing the memory location is not in
a processor s current physical memory. When this hap-
pens, the memory mapping manager retrieves the page
from either disk or the memory of another processor.

This algorithm uses TRAP. PROT1. and UNPROT: the
trap-handler needs access to memory that is still pro-
tected from the client threads (MaAP2). and a small pa-
GESIZE may be appropriate.

Concurrent checkpointing

The access protection page fault mechanism has been
used successfully in making checkpointing concurrent
and real-time [22]. This algorithm for shared-memory
multiprocessors runs concurrently with the target pro-
gram, interrupts the target program for small. fixed
amounts of time and is transparent to the checkpointed
program and its compiler. The algorithm achieves its
efficiency by using the paging mechanism to allow the
most time-consuming operations of the checkpoint to
be overlapped with the running of the program being
checkpointed.

First, all threads in the program being checkpointed
are stopped. Next. the writable main memory space for
the program is saved (including the heap. globals. and
the stacks for the individual threads.) Also. enough
state information is saved for each thread so that it can
be restarted. Finally. the threads are restarted.

Instead of saving the writable main memory epace
to disk all at once. the algorithm avoids this long wait
by using the access protection page fault mechanism.
First. the accessibility of entire address space is set to
“read only.” At this point, the threads of the check-
pointed program are restarted and a copying thread se-
quentially scans the address space. copying the pages to
a separate virtual address space as it goes. When the
copying thread finishes copying a page. it sets its access
rights to “read/write.”

When the user threads can make read memory refer-
ences to the read-only pages. they run as fast as with
no checkpomting. If a thread of the program writes a



page before it has been copied, a write memory access
fault will occur. At this point the copying thread imme-
diately copies the page and sets the access for the page
to “read/write,” and restarts the faulting thread.

Several benchmark programs have been used to mea-
sure the performance of this algorithm on the DEC Fire-
fly multiprocessors [33]. The measurements show that
about 90% of the checkpoint work is executed concur-
rently with the target program while no thread is ever
interrupted for more than .1 second at a time.

This method also applies to taking incremental check-
points; saving the pages that have been changed since
the last checkpoint. Instead of protecting all the pages
with “read-only,” the algorithm can protect only “dirt-
ied” pages since the previous checkpoint. Feldman and
Brown [17] implemented and measured a sequential ver-
sion for a debugging system by using reversible execu-
tions. They proposed and implemented the system call
DIRTY .

This algorithm uses TRAP, PROT1, PROTN, UNPROT,
and DIRTY ; a medium PAGESIZE may be appropriate.

Generational garbage collection

An important application of memory protection is in
generational garbage collection[23], a very efficient al-
gorithm that depends on two properties of dynamically
allocated records in LISP and other programming lan-
guages:

1. Younger records are much more likely to die soon
than older records. If a record has already survived
for a long time, it’s likely to survive well into the
future: a new record is likely to be part of a tem-
porary, intermediate value of a calculation.

2. Younger records tend to point to older records,
since in LISP and functional programming lan-
guages the act of allocating a record also initializes
it to point to already-existing records.

Property 1 indicates that much of the garbage collec-
tor’s effort should be concentrated on younger records,
and property 2 provides a way to achieve this. Allocated
records will be kept in several distinct areas G; of mem-
ory, called generations. Records in the same generation
are of similar age, and all the records in generation G;
are older than the records in generation G;4+1. By ob-
servation 2 above, for ¢ < j, there should be very few or
no pointers from G; into G;. The collector will usually
collect in the youngest generation, which has the highest
proportion of garbage. To perform a collection in a gen-
eration, the collector needs to know about all pointers
into the generation; these pointers can be in machine
registers, in global variables, and on the stack. How-
ever, there very few such pointers in older generations
because of property 2 above.

The only way that an older generation can point to a
younger one is by an assignment to an already-existing
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record. To detect such assignments, each modification
of a heap object must be examined to see whether it
violates property 2. This checking can be done by spe-
cial hardware [25,35], or by compilers [34]. In the latter
case, two or more instructions are required. Fortunately,
non-initializing assignments are rare in Lisp, Smalltalk,
and similar languages [25,35,30,3] but the overhead of
the instruction sequence for checking (without special
hardware) is still on the order of 5-10% of total execu-
tion time.

Virtual memory hardware can detect assignments to
old objects. If DIRTY is available, the collector can ex-
amine dirtied pages to derive pointers from older gener-
ations to younger generations and process them. In the
absence of such a service, the collector can use the page
protection mechanism [30): the older generations can be
write-protected so that any store into them will cause
a trap. The user trap-handler can save the address of
the trapping page on a list for the garbage collector:
then the page must be unprotected to allow the store
instruction to proceed. At garbage-collection time the
collector will need to scan the pages on the trap-list for
possible pointers into the youngest generation. Vari-
ants of this algorithm have exhibited quite good per-
formance [30,11]: as heaps and memories get larger the
this scheme begins to dominate other techniques[37).

This technique uses the TRAP, PROTN, and UNPROT
features, or just DIRTY. In addition, since the time for
the user-mode handler to process the page is indepen-
dent of page size, and the eventual time for the garbage
collector to scan the page is proportional to the page
size, it may be appropriate to use a small PAGESIZE.

Persistent stores

A persistent store [5] is a dynamic allocation heap that
persists from one program-invocation to the next. An
execution of a program may traverse data structures in
the persistent store just as it would in its own (in-core)
heap. It may modifv objects in the persistent store,
even to make them point to newly-allocated objects of
its own; it may then commit these modifications to the
persistent store. or it may abort, in which case there
is no net effect on the persistent store. Between (and
during) executions, the persistent store is kept on a sta-
ble storage device such as a disk so that the “database”
does not disappear.

It is important that traversals of pointers in the per-
sistent store be just as fast as fetches and stores in main
memory; ideally, data structures in the persistent store
should not be distinguishable by the compiled code of
a program from data structures in core. This can be
accomplished through the use of virtual memory: the
persistent store is a memory-mapped disk file; pointer
traversal through the persistent store is just the same as
pointer traversal in core, with page faults if new parts



























