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Abstract

Website fingerprinting attacks infer a user’s brows-
ing activity from patterns in encrypted network traf-
fic, even over anonymity networks like Tor. We repli-
cate the Deep Fingerprinting (DF) attack of Sirinam et
al. (2018), which uses a 1D convolutional neural net-
work trained on raw packet direction sequences, and
extend its evaluation to two contemporary low-latency
defenses (RegulaTor and BRO), alongside the original
paper’s defenses. Our replication achieves 96.1% closed-
world accuracy on undefended traffic. Against modern
defenses, accuracy varies widely: RegulaTor and BRO
reduce accuracy to 81.8% and 74.1% respectively, while
high-overhead defenses BuFLO and Tamaraw reduce
it to 31.7% and 26.1%. Open-world results follow a sim-
ilar pattern. We also independently collect 91,955 Tor
traffic traces in 2026 and discover a critical representa-
tion pitfall: capturing TCP packets instead of Tor cells
fundamentally changes the data distribution. After cor-
recting this, our self-collected data achieves only 48.0%
accuracy, and cross-dataset experiments show ~1% ac-
curacy in both directions, demonstrating that DF learns
distribution-specific patterns rather than universal web-
site fingerprints.

1 Introduction

Tor [2] is the most widely deployed anonymity network,
used by millions of people to avoid surveillance and
censorship. While Tor encrypts traffic and routes it
through multiple relays, a local passive adversary at the
user’s entry guard can still observe packet timing, size,
and direction. From these observable features alone, an
attacker can identify which website a user is visiting, a
website fingerprinting (WF) attack.

Early WF attacks relied on hand-crafted features fed
to classical classifiers [4]. Sirinam et al’s 2018 Deep Fin-
gerprinting paper [8] changed the picture: a 1D CNN
trained directly on packet direction sequences achieved
over 98% closed-world accuracy with no feature engi-
neering, and remained effective against WTF-PAD, a
defense that had previously been considered strong.
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That result is now several years old. Newer defenses,
RegulaTor [5] and BRO [7], were designed with low la-
tency as a hard constraint and with awareness of deep
learning-based attacks. Whether DF still poses a credi-
ble threat against these defenses is an open question.
We make three key contributions:

1. We replicate the original DF setup and confirm
reproducibility, recovering 96.1% closed-world
accuracy on undefended traffic.

2. We evaluate DF against seven defenses in to-
tal: the original paper’s WTF-PAD and Walki-
eTalkie, plus RegulaTor, BRO, BuFLO [3], and
Tamaraw [1]. We report both closed-world accu-
racy and open-world precision/recall for all.

3. We independently collect 91,955 Tor traffic traces
in 2026 and test whether DF’s learned finger-
prints generalize across time and collection en-
vironment. They do not: a model trained on the
original 2018 data achieves only ~1% accuracy
on our traces, indistinguishable from random
chance.

2 Background and Related Work
2.1 Website Fingerprinting

In a WF attack, the adversary is a local passive eaves-
dropper, an ISP or on-path observer, who can see packet
sizes, timing, and direction but not payload content. The
closed-world setting restricts classification to a fixed
set of monitored sites; the open-world setting adds a
large pool of unmonitored sites, requiring the attack to
also reject traffic that does not match any monitored
class.

2.2 Deep Fingerprinting

The DF model [8] takes raw packet direction sequences
as input (each packet encoded +1 for outgoing, —1 for in-
coming, zero-padded to 5,000) and passes them through
a four-block 1D CNN. The first block uses ELU activa-
tions to preserve the sign of incoming packets; later
blocks use ReLU. A two-layer fully connected classifier



follows the convolutional backbone. Sirinam et al. re-
ported 98.3% closed-world accuracy on 95 monitored
sites with no defense.

2.3 Traffic Shaping Defenses

Traffic-shaping defenses attempt to reduce fingerprint-
ability by modifying observable flow characteristics,
such as packet timing and transmission rate. Of the
defenses we evaluate, RegulaTor and BRO were intro-
duced after the original paper’s release. We evaluate
the following defenses:

WTF-PAD [6] inserts dummy packets adaptively to
disrupt timing patterns, with low bandwidth overhead.

WalkieTalkie [9] reshapes traffic into half-duplex
constant-rate bursts. Evaluations typically report top-2
accuracy because the number of bursts is still a distin-
guishing feature.

BuFLO [3] sends at a constant rate in both directions
for a fixed duration, providing strong obfuscation at
significant overhead.

Tamaraw [1] extends BuFLO with separate send
rates per direction, offering stronger privacy guarantees
at similar cost.

RegulaTor [5] regulates per-direction send rates to-
ward a target, prioritizing low latency while still sub-
stantially reshaping the traffic pattern.

BRO [7] is a recent low-overhead defense designed
with explicit awareness of deep learning—based attack-
ers.

3 Approach and Implementation
3.1 Architecture

Figures 1 and 2 show the experimental pipelines for the
public and self-collected datasets respectively.

We implement the DF architecture exactly as described
in Sirinam et al., with no modifications. The model
takes a 5,000-element direction sequence and outputs a
softmax over monitored classes.

The backbone has four convolutional blocks. Block 1
uses 32 filters with ELU activations; Blocks 2—-4 use
64, 128, and 256 filters with ReLU. Within each block,
two convolutions (kernel size 8) are applied, each fol-
lowed by batch normalization and activation, then a
max-pool layer (size 8, stride 4) and dropout (rate 0.1).
The classifier consists of two dense layers of width 512,
each regularized with batch normalization and dropout
(rates 0.7 and 0.5), followed by the final softmax. All
weights use Glorot uniform initialization with a fixed
seed.

Public DF Dataset
95 sites - ~1,000 traces/site - 80/10/10 split

Direction Sequence Encoding
+1 per Tor cell; zero-padded to length 5,000

NoDef WTE-PAD = WalkieTalkie BuFLO
Tamaraw RegulaTor! BRO"
DF 1D-CNN Training
4 conv blocks (32/64/128/256)

- Adamax @=0.002
30 epochs (40 for WTF-PAD) - batch 128

Closed-World Open-World

Top-1 acc TPR, FPR
(Top-2 for WT) Prec/Rec, 7=0.50

Figure 1. Public DF pipeline on 5,000-length +1 di-
rection sequences under seven defenses. RegulaTor
and BRO (7) are post-2018 low-latency defenses; Walki-
eTalkie open-world is unavailable.

Self-Collected Dataset (2026)
95 sites - 90,338 traces - 80/10/10 split

Cell-Level Representation Fix
d/512] events/pkt;
drop zero-payload ACKs

NoDef Tamaraw

DF 1D-CNN Training
rained

Cross-Dataset

Figure 2. Self-collected pipeline (March 2026): fixing
TCP-packet vs. Tor-cell counting raises accuracy from
37% to 48%. Only NoDef and Tamaraw are evaluated,
and cross-dataset transfer is ~1% in both directions.

3.2 Training Procedure

We use the Adamax optimizer (¢ = 0.002, f; = 0.9,

5 = 0.999) with categorical cross-entropy loss and a
batch size of 128. Training runs for 30 epochs for most
conditions and 40 epochs for WTF-PAD, matching the
original paper. All experiments use a fixed random seed.

3.3 Data Representation

Each trace is a sequence of packet directions: +1 (client
to guard) or —1 (guard to client), truncated or zero-
padded to 5,000 elements. We use direction only with-
out size, due to the original papers findings that adding
packet lengths didn’t noticeably improve accuracy [8].
The fixed length of 5,000 is chosen to cover the vast
majority of traces without excessive zero-padding. Siri-
nam et al. report that only 8,121 of 95,000 closed-world
traces exceeded 5,000 cells and required truncation, and



the remainder were shorter and were right-padded with
Zeros.

3.4 Closed-World Evaluation

In the closed-world setting, we assume that every trace
in the test set belongs to one of the monitored sites.
The classifier’s task is therefore a standard multi-class
classification problem: given an input trace, assign it to
exactly one of the 95 monitored classes.

We evaluate closed-world performance using top-
1 accuracy: the fraction of test traces for which the
model’s prediction matches the true label. For Walki-
eTalkie, we additionally report top-2 accuracy, because
the defense’s collision mechanism molds pairs of sites
to look identical. Top-2 captures whether the model
correctly narrowed the answer to the right pair even if
it picked the wrong member.

3.5 Open-World Evaluation

The closed-world setting assumes the user can only visit
one of the monitored sites. The vast majority of web-
sites on the interne, however, are not in the attacker’s
monitored set. The open-world setting captures this
reality by making it so that the classifier must decide
not only which monitored site a trace belongs to, but
also whether the trace belongs to any monitored site at
all.

We apply the closed-world model to a mixed test
set containing both monitored and unmonitored traces.
Following the original papers guidance, we train the
classifier on both monitored and unmonitored traces
(all belonging to a single unmonitored class), which
teaches the model what unmonitored traces look like.

The model then outputs a softmax probability distri-
bution over the monitored classes. We then classify a
trace as monitored if the maximum softmax probability
over monitored classes exceeds the threshold 7 (which
measures how "confident" the model is about a positive
identification); otherwise it is rejected as unmonitored.
We report TPR, FPR, precision, and recall at 7 = 0.50.

4 Experimental Setup and Dataset
4.1 Dataset

Baseline. Our primary replication uses the publicly
available dataset from the original DF paper: 95 moni-
tored sites with approximately 1,000 traces each, plus a

simulated defenses to the same original-paper traces,
preserving comparability with the NoDef baseline. we
were not able to capture WalkieTalkie defense data for
our open-world evaluation due to time constraints.
Self-collected dataset. We also collected our own
Tor traffic for the same Alexa Top-100 sites in March
2026. Our setup uses headless Firefox driven by Sele-
nium, routed through Tor’s SOCKS proxy, with tcp-
dump recording all traffic to and from the entry guard.
We ran this on two machines: a local workstation (WSL2,
15 parallel Tor workers) and a Google Cloud VM (e2-
standard-16, 30 workers), collecting 91,955 pcap files in
total. We ended up with 90,338 usable traces across 95
classes (5 sites were dropped for insufficient data), split
80/10/10. Notably, our traces are much shorter than
the benchmark’s: a median of 1,135 non-zero cells ver-
sus 4,022, likely reflecting how much website loading
behavior has changed between 2016-2018 and 2026.

4.2 Representation Bug: Packets vs. Cells

Our initial experiments on self-collected data produced
only 37% accuracy. Investigation revealed a represen-
tation mismatch: the DF paper uses Tor cell-level se-
quences (512-byte cells), but our tcpdump pipeline counted
every TCP packet, including zero-payload ACKs, as a
direction event, inflating the outgoing ratio from the
expected ~15% to ~45%. This bug affected all three
independent collection efforts in our group. Our fix
skips zero-payload packets and emits [payload/512]
direction events per data-carrying packet, improving
accuracy to 48.0%.

5 Evaluation
5.1 Closed-World Accuracy

Table 1 shows top-1 accuracy on the held-out test split
for each defense condition, with the model being trained
and tested on the original paper’s data. For WalkieTalkie
we additionally reports top-2 accuracy, due to the na-
ture of its defense mechanism. Figure 3 also demon-
strates the accuracy of each defense as the model was
trained.

Our NoDef accuracy of 96.1% is close to, but slightly
below, the 98.3% reported by Sirinam et al.

5.2 Open-World Results

Table 2 reports open-world performance at r = 0.50,

large unmonitored set, split 80/10/10 for train/validation/test. while Figure 3 shows representative training dynamics

Defended conditions. WTF-PAD, WalkieTalkie, Bu-
FLO, RegulaTor, BRO, and Tamaraw were applied as

across defenses. WalkieTalkie open-world results are
not available.
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Figure 3. Training and validation behavior across epochs for selected defense conditions. Convergence is stable for
NoDef and RegulaTor, while stronger defenses exhibit lower validation accuracy throughout training.

Table 1. Closed-world classification accuracy.

Defense Top-1 Accuracy (Top-2)
NoDef 0.961
RegulaTor 0.818
WTF-PAD 0.895

BRO 0.741
WalkieTalkie 0.461 (top-2: 0.737)
BuFLO 0.317

Tamaraw 0.261

Table 2. Open-world performance at r = 0.50.

Defense TPR FPR Precision Recall
NoDef 0.9895 0.0010 0.9989 0.9895
RegulaTor 0.8189 0.0080 0.9898 0.8189
BRO 0.7284 0.0680 0.9105 0.7284
BuFLO 0.1432 0.0460 0.7473 0.1432
Tamaraw 0.0747 0.0250 0.7396 0.0747

WalkieTalkie [results not available]

5.3 Self-Collected Results

Training and testing the model on our cell-level self-
collected data, DF achieves 48.0% closed-world accu-
racy on 95 classes, well above random (1.05%), but far
below the benchmark’s 96.1%. The remaining gap re-
flects shorter traces, temporal distribution shift (2026
vs. 2016-2018 websites with different loading patterns),

and our approximate cell counting (28.8% vs. 15.5% out-
going ratio). Applying the Tamaraw defense simulator
reduced accuracy to 9.6%, nearly random, confirming
that constant-rate padding is effective even on indepen-
dently collected, noisier traffic.

5.4 Cross-Dataset Generalization

We trained DF on each dataset and evaluated on the
other (Table 3).

Table 3. Cross-dataset accuracy (cell-level).

Direction In-Dist. Cross
Benchmark — Ours  97.9% 1.24%
Ours — Benchmark  47.4% 1.37%

Cross-dataset accuracy is ~1% in both directions, ran-
dom chance, even after the cell-level fix. This demon-
strates that DF learns distribution-specific patterns (guard
timing, network TCP behavior, etc.) rather than univer-
sal website fingerprints. An attacker thus cannot train
DF from one environment and expect it to generalize
without retraining, substantially limiting the real-world
threat.

6 Discussion

Our results replicate the core finding of Sirinam et al.:
a 1D CNN trained on raw packet direction sequences is



a strong attacker against Tor traffic. The 96.1% closed-
world accuracy we recover on undefended traffic con-
firms that the DF model is reproducible and that the
original claims hold.

The more interesting signal is in the defense results.
RegulaTor and BRO were designed with low latency as a
hard constraint and, in BRO’s case, with explicit knowl-
edge that deep-learning classifiers are the adversary. Yet
DF still achieves 81.8% and 74.1% accuracy against them.
This suggests that rate-shaping defenses that preserve
the general shape of the traffic pattern leave enough
residual signal for a CNN to exploit. Padding-heavy de-
fenses tell a different story: BuFLO and Tamaraw push
accuracy below 32%, consistent with the intuition that
replacing the true traffic pattern with a near-constant
bitrate effectively destroys the features the model relies
on.

The open-world results reinforce this picture. Preci-
sion remains high even for weak defenses, above 0.99
for NoDef and RegulaTor, meaning the model rarely
raises false alarms on unmonitored traffic when it does
fire. TPR degrades much faster than precision as de-
fenses strengthen, which is the expected behavior: the
model becomes conservative rather than noisy.

There is reason to believe the limitation for low-
latency constrained defenses such as BRO and Reg-
ulaTor is at least partly fundamental. Low-overhead de-
fenses, by definition, cannot pad or delay traffic enough
to fully obscure the underlying pattern. RegulaTor re-
shapes send rates toward a target but still transmits the
same total volume of data in roughly the same order.
BRO adds obfuscation but keeps overhead low enough
for practical deployment. A CNN with sufficient depth
can learn to "see through" moderate perturbations, and
an adaptive defense tuned to target DF’s convolutional
layers could potentially achieve much stronger protec-
tion at the same overhead budget.

Our self-collected data paints a more nuanced picture
of DF’s practical threat. When we train DF from scratch
on our own 2026 traces, it achieves 48% accuracy, well
above the 1.05% random baseline, confirming that real
fingerprinting signal exists, but far below the bench-
mark’s 96.1%. More striking is what happens when we
skip retraining: a model trained on the 2018 benchmark
data and applied directly to our 2026 traces achieves
just ~1% accuracy. The reverse direction (training on
our data, testing on the benchmark) also yields ~1%.
In other words, DF can learn to fingerprint websites
within a dataset, but the patterns it learns are specific

to the collection environment and time period. They
do not transfer.

This has significant implications for the real-world
threat of deep fingerprinting. An attacker who trains DF
on traffic collected from their own network in one time
period cannot expect the model to work on traffic from
a different network or a later date without retraining,.
Maintaining an accurate model would require continu-
ous, large-scale data collection matched to the target
environment. This is a substantial operational burden
that the headline 98% accuracy figure does not convey.
Our results suggest that DF’s practical threat may be
meaningfully lower than benchmark evaluations imply,
particularly against traffic collected under conditions
that differ from training.

7 Limitations

Fixed threshold. Our open-world results use a single
threshold (r = 0.50), which may understate perfor-
mance by failing to capture the full operating curve. In
practice, an attacker would tune 7 to meet specific oper-
ational goals—lowering it to maximize recall or raising
it to prioritize precision. A full threshold sweep, report-
ing ROC and precision-recall curves, would provide a
more comprehensive performance profile.

WalkieTalkie open-world. Time constraints and
the requirement for specialized half-duplex captures via
a modified Tor Browser precluded an open-world eval-
uation of WalkieTalkie. Unlike other defenses, Walki-
eTalkie cannot be simulated on existing traces, creating
a gap in our cross-defense comparison.

8 Subsequent and Future Work

The Deep Fingerprinting paper was published in 2018
and has since become one of the most cited works in the
website fingerprinting literature. The years following
its release have seen substantial activity on both the
attack and defense sides.

Improved Attack Architectures While DF utilizes
CNNs, the deep learning landscape has since shifted to-
ward attention-based transformers. These models could
theoretically outperform DF by capturing long-range
packet dependencies that CNNs miss. However, it re-
mains an open question whether these architectural
gains can meaningfully bypass robust defenses like Bu-
FLO or Tamaraw, or whether such defenses inherently
neutralize any model architecture.



Adaptive Defenses None of the defenses evaluated
in this study were designed or tuned with specific knowl-
edge of the DF model’s architecture, hyperparameters,
or training procedure. Adaptive defenses that gener-
ate traffic perturbations specifically crafted to confuse
a known classifier could perform substantially better,
in line with the classic "cat and mouse game" that has
come to represent the field of cybersecurity.

9 Conclusion

We reproduced the Deep Fingerprinting attack and eval-
uated it across six defense conditions, including two
modern low-latency defenses not tested in the original
paper. Our replication achieved 96.1% closed-world ac-
curacy on undefended traffic, close to the original 98.3%;
the small gap likely reflects minor differences in Tensor-
Flow version and random initialization rather than any
systematic implementation error. Against RegulaTor
and BRO, accuracy dropped to 81.8% and 74.1%, mean-
ingful reductions, but the attack remains well above
chance. High-overhead defenses BuFLO and Tamaraw
are more effective, pushing accuracy below 32%. These
results suggest that low-overhead defenses, even those
designed with deep learning attackers in mind, do not
yet defeat the DF attack.

We identified an undocumented discrepancy: TCP
packets vs. Tor cells, which affected all three indepen-
dent collection efforts in our group. Correcting this on
our 2026 data dropped accuracy to 48.0%, and cross-
dataset experiments yielded random-chance accuracy
(~1%) in both directions. This demonstrates that DF’s
high accuracy depends on distribution-specific patterns
rather than universal fingerprints, and that any de-
ployed DF model must be continuously retrained on
fresh data. The practical threat of deep fingerprinting
may therefore be lower than benchmark numbers sug-
gest.
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Al Usage

We made use of Al to help accelerate the development
for this paper forward. Specifically, we used it for:

e Paper Comprehension: We used LLMs to deepen
our understanding of the original Deep Finger-
printing paper and the broader subfield.

e Code Development: We used Claude Code to
help with boilerplate and filler code.

e Figure Generation: We also used Al to help
convert conceptual designs into figures.
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